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(57)Abstract: 

PROBLEM TO BE SOLVED: To easily control the ciphering key. 
SOLUTION: A ciphering key K1 is generated from a master key K0 using 
a unidirectional function, a next ciphering key K2 is generated from the 
key K1 using the function and similarly n-hierarchial ciphering keys K1 
to Kn are generated. Then, information is ciphered by the key Kn and 
the information is decoded by the ciphering key Kn. If the key Kn is read, 
the information is ciphered by the key Kn-1 and the information is 
decoded by the key Kn-1. Thus, the information, which is ciphered by 
the key Kn, is decoded by the key Kn obtained from the key Kn-1 using 
the function and the user is only required to maintain the latest key Kn- 
1. 
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±E»»fc3nfcl*^b*-*ffltr>T±Effi£©**S 

rowan 2] ma{k2tiit±Kf6mk*~<o5*>* rs 

[«*^3] ±EK»ffc3nfc«f^b*-£fflv>T# 

3£««*#^<t-r* - 1 tr*w*s i s;:e«© 
Hg^b^rSi. 

[W*JS4] *^{fc;Stt^£©fl!f*&E»»W*K:E 

±mmmtznrzmi£<»m n 1 1 *> ic±Eiwb£n*: 

6 JcE*©«^b^fe, 

«rafls s nx i^fc v » -kE4*5S««» Bg^b $ nrz±t a4# 

E«#fb*-£*fc£U 

so««*fl[#ib"r s c t «tt & w*Jg 6 ke* 
w«-fHb#*£. 

IBtt, vx^-*-, feL<tt««T©Bg^{b+-©1f#B 
[tt*3S 1 0 ] ±E«^fl:*-tt. 

£«*i:*JtttU ftt»S*fc«cJlr»T±EflWb*- 



<t*Hil¥lO-3256 
©*rfcfc«#fMr-S/Blr>T. «refl;£ftT^*±E<l* 

?6*«*«^fl:-r*ftf^*. «#<ba*ifc±E#je*« 
o ig l . a^b $ *afc ±E#se* is i mmt z nt v > & 
fb+-ss*i wft±E«#<b^- 1 r-5 c t. &nm t. r 
[W*^i2] ±Ertf^{tsn>t»f3eo««f4. Eft 

±E«Hffl:* - tt, ±EE««#S fc tt±EE«JS#: * 
iRiWr-5^r-X±fC±Eie^b^r-{C^JS-r-53t : f : , ft 

Sit €:*WR-r SSfcRJS 6 tcE«©«^b^fe„ 
[W#JH13] _hEl«^b*-«> BHWfcSnfcBfit 
©1«ffiS:«#{b-rsfc«)©0T«©V7 h-5i7C+l:. 
±EBt^b*- fC*f*-T 5 3 - H L Tjf A £ nx Ir > -5 

[|f*Jli4] _tE«Htfb*-tt. ttBlslift. Sfctt 

6 KE«©«*Hb#i£. 

TBt^bTSBlr^b^SfC^^T, 

-hEPg«{b^nfef«^b^-^ffl^T±Em«©is^^ 
nt^b-rsnt^b^iSrwrszitsr^t-rsie^ 
fb^«. 

B«<bT^t^©*?U©Bt^b+-«, V7?-+-X 
»*Ct*»«i:-r*tt*«l 5 KE«©rtreffc»«. 

2 ©Hg mt^fk* $ s icwr * 

£ i^#mtTSiS*^ 1 5 fcE«c©S&^bSa. 

s*^b¥at*wr*ct*»«t-r*tt^b««. 
[»jj<3S i 9 ] ±E«wft*-fc»«-r«tt^b*- 
**jrr*&»©***EiSfrsffi i ©E**at. 

-^[^Mft^ffl^T-7X^-^-75^±EBt^b+-(C 




-r £Sg 2 ©8B«#a t * a & l . 

[«3j&H2 0] ±GSff?SM:. WftSftfcWJlfl 
-T-5W*« 1 9 KE«©«^fl;S«. 

2 o \zmm<Dmmtm&. 

mutm 2 2 ] ±tB^^#a«. ±E«HHfc*- 
T«rafb*-K:#«T**^b*-£ftjrr*;i££» 

{b*-£#£>> *©*rfcfca*Ht*-*fflV»T. Rf^lb 

snTiris±E4*)£««*a^b"rsftf^*. awflss 

nfc±E4^*«£B&^b£nT^fcV>±E»jail«£ 

©££©i:Ea^b*-£±Effl2 oett^KKBttS 

[»3j<JS2 4] ±EJB 1 ©E«#&, ±ESS2©E* 
±E£j«^R, *5«k^±Ea-^<b#a«. loo 

l 9 lcE«c©a^<b««. 

[^12 5] ±EB#^b+-tc*f^t-^a^b+- 
*ftjrr*&»©iiwiH:» ^j&ss i ©E«#atcE*a 

So 

[it** 2 6 ] a^bsetc=t^ T«^Br*g^ES« 

a*fl2£«K«fcoTa^*itefcE»ffire&wu 
±ee*«^«, -Jjfam&.&m^T&mit2nrzi®n 



ftnW-l 0-3256 

t**w«-r*E»a». 

[«*«2 7] iiaESS^d ±ERf^b 
+-Sffl^TBif^banfc#««ffi4^TV^CtSr 
-tzmttm 2 6 KEfS©E@i5W*:. 

[»*JS2 8] ±E»f^b+-tt. ±EE»«M*K± 
EBS^k*-»C»«-r*X^. «P?. A*-3-Kt>L< 

d y 5 a t LTTOja n-c^s £ t &&wc?2>m * 

3B2 6KE«©E»«M*:. 
BS9!©#llllfcK9n 
[0 0 0 1] 

<bS«, EfiWS;. a^b^fe, a^bSfi&tfEgW 
ttfcJ:oT1ll«J^»3ft&E»SWK:H U 

r^f s?*;i/ • if 5 s * • x-< (dvd) &:£©es« 
i«^bs«. e»#8s. a^b^s, a^YbgB 

[0 0 0 2] 

[t£*©ftffi] a*. V7h^x7^-^©3FiE«[ffl 
*Kltra»&, V7 h-7xT^-^S:R»f^©Bif^b 

T. DVDtEizW*) HEftl/feD. *yh7-** 

hy-?&ftLTmm-£ntzmmkzntzV7 h^i7 
*fci4x-^tt, S'M«*&$nfe±Ei«^b+-<£ffl^ 

[0003] umik:. mm<Dv§mtj&zris.mt 

<anrra*«> #i*^<bf$K i &m^xmmt-7ay 
z i o l-citfftsn. «rexc GBKicitnistisx 

-y^ 1 0 2T*a*lfb£n, TXMjJJ&jcaft*. ^©«t 
[0 0 0 4] a^bH£*Lfc^# 0M££) 

"mm" tw&. 

[0005] tc^-c, ±.mLtz£otzmmk*-&m 

V»-C«H»<fc*tr5*^. Bt^b+ SA«*S3nTb 




fc£rT5££K=t<9, ^-©^FIE&ffl£l»itT3J;5l;:T 
[0 0 0 6] 

§1T < & o fc. 

[0 0 0 7] A- K^iTftia* 

[0 0 0 8] £©«fc3fcttiRK:«6*TfcSn 

[0 0 0 9] 

[ooio] if*Ji4(rtB«©8S#*ffi«, -^K-WR 

[0 0 11] »3j8H6fcBB*©a»fl£&iactt. *9flS3 

nfcBfSOflM8*a^bT*^i:*4*«tT*. 

[0 0 12] M^qil 5 £Eft®MH»fc&Btt. 
H**fflViT»HftT* j: £K .t o Rf #fc*-£fg£T 

[0 0 13] W^JSl 8 !CEltC!>fk*ft8Btt, *#fls 
anfcBf«<D«f«*S«TSS«^a;i:, 

F (k) =DES (IV, k) 
(CCT?, I V«. Initial 

[0 0 2 0] -^|6]Hgc»C^57Jl/rfUXAtb 

[0021] - block cipher (produ 
c t cipher) 1k<D7)Vzl*)XJ*. 



$#PB¥10-3256 

[0014] mxm2 6\zftm<D$zmm&z. ®.mtm 
miz£-?xm^mmmim&mL. mmmmz. - 
#ifii«ifsc£ffl ^xmm<k£ntzmmt*-&m ^xm^ 

[0015] ±iBt>Tn©*^jci3v^T^, mmt*- 
tvx\z--j3faMftxi&mfc2tiith<D-t>m^*>n2>. 

[0 0 16] 

« bfci«^b*-©»]ifl:©*j*©«s*THT?»s. 

(Masterkey) (K0) ) izM^X, V^i$?> 
— ^(nl^F (one-way Function) £ffl(^T. ^©BH 

(Ver. n) ©B£-S§-fl;*— K 1 «^n?>„ Zl£ 
T. F tt^fc^S— ^frllBgc© lot, R§^<fc*— K0 

^SKisawTa^tttSSKTrfrs**. ^©^©gi 

So 

[0 0 17] — ^l^RjRfcH, Data Encryption Standa 
rd ( DES, National Bureau of Standards FIPS Public 
at ion 46, 1977) , Fast Encryption AlgorithnK FEAL, 
S.Miyaguchi. The FEAL cipher family. Lecture Not 
es in Computer Science, 537(1001), pp627-638. (Adv 
ances in Cryptology - CRYPTO '90)) (D&ofcVgmt 
T;PrfUXA, $>S^teMessage Digest algorithm (M 
D4, R. L. Rivest. The MD4 message digest algorith 
m. Lecture Notes in Computer Science, 537(1001), 
303-311. (Advances in Cryptology - CRYPTO '90)) ^ 
Secure Hash Standard ( SHS, Secure Hash Standard. 

National Bureau of Standards FIPS Publication 18 
0, 1993) (D^ofc^y-t—z/y^z/ZLX hTJlzfOX 
A^ftffltSut^Tt^. DES, FEALfC 

iitu ri±#, sag, m^tmmtt^vr 

[0 0 18] DES©*^ —^iRllMfct DES tOfW 

\z\z, ^ (i) k^t* 5 nr&* 

[0 0 19] 

VectorfiDffiS, k«i$) 
• • • (1) 

[0022] block cipher (produc 
t cipher) ^TiWUXAH (2) \Z 

7fkT£o\Z, ¥X (Plain text) t (k 
e y) SrfflUT, Bf^bb, Rf^X (Cipher t 
e x t ) Srff 

[0 0 2 3] 



m 



(5) 
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C = Enc (P, k) 
(fetch, Cttc i p h e r t e x 
Pttp lain text 
klikey (») ) 



t. 



[0 0 2 4] BP'S, keylC^LT, •7nyt>mz$>Z> 
lOhash f u n c t i o nfC=fc9, iEROT^ft 

[0 0 2 5] ^(C, plain text Z^r—fCDW. 
%¥k%.t£.E : &'fso permutat ion box^s 
ubstitution box VZ'&v'O > KilT. & 
F (k) <==> a k mod p 
(fcfcU a\mm<Dl£&.. kttH, ptt*&) 



• • • (2) 

ft. mtfiilH&ttliSftttff (Exor) £JST. 
[0 0 2 6] Sfc, *|ftW7;H/UXAtt. (3) 

[0 0 2 7] 



[0 0 2 8] ftiJ. JiffiS (3) fCiSI^T. 12^ T<= 

=>j tt. rjtSLi M»LTH6. 

[0 0 2 9] BP*., WifrF (k) Sr. r a £k*Lftt> 
©£pT'fiJofc£i9J £Jt*rr*. £©«£, » (k) 
#>£>F (k) tJSSI^AiutJJ'?*** 1 . F (k) 

[0 0 3 0] c©«k3K:. — ^iftMSk (F) sihtv 

Ki=F (Ki-1) (fc£:L. i = 1 , 2, 

[0 0 3 2] ft*, ftffinte. SnSPgS© 
ft flttfWD If^T, -kizBLftckSK:, — iFift 

mm. (F) *lit»Tfrfc»C«»ft:*— *WW*d4:»4 

^©^©ssft. am. -jj\tmw.*m 
^Tffim-zntcmmt*— * <=>7E©+-£i£ft-r 5 c t 

[0 0 3 3] ££T. *56Kfc*WSV7 htfxTiiJt 
ttx-^ft^OflWHSPlF^flsLTrL— tftcjg^f S^te 

K, |fflfclHft+-Kn (Ver. 1) SfljUTfil* 
SflHffbU «F^b*-Kn*«rmfc3n&fllttK:»tt 

r * a». t> l, < fisiMttig-r *ft e LTi— y KBflrr 

[0 0 3 4] ^LT> «bU H©flHSHfe*— KnjWW* 

±©PgfiJ (Ver. 2) ©Bf-Sffb*— Kn- 1 £fflV>T 
P&^fbU «rffc+-Kn- 1 *a— ifKpjMrTS <£3 

kits. KTnawc. «H»fls*-w!HKan*Kic. « 

8lt£tiltmmt*F—<D i o_h©pgJl©Rt^b*-£flH> 

TlMBtflHWKU *-©BgH^b*-£3.— IffcPJMrr* 

[0 0 3 5] S»Jlc@2^£tt3ST<4©PgJl 
(Ver. 1) ©B£^<b^-Kn«. #©PgJi (V e 
r. 2) ©*Wb*-Kn-l*»&WftFftfflfc»T** 

•3. Rf*ffb*— Kn- ld>SNH9ft:3r— Kn&Mlcift 



• • • (3) 

T, ITOc-^ftMISt (F) Srffl^T, #Cj£ (4) (C^ 
•TJ:3fc. Ml^Bt^-{r:^-K2, K3, • • •Kn- 
1, Knj&fSWSn. PgJI<fb (Ver. nftSVer. 

i) snfcps#fl;*-*»»j«an*. 

[0 0 3 1] 

3, • • • , n) • • • (4) 

[0 0 3 6] tot, 3— yti, *ttanTnftfc»«R 

(3 ct -3 Tn&^<k $ ntcmmtd trvu < , ^©sf^-fb* 
- ic ct o T«f ^b $ *> z> z. t tfin # 

•2>. £fc. T-<T©Bf^b*-«. -^IfilttPftF^ffl 
ol, 3.— tftt, nTlr^ft V»«3Bf©Bjr^^—© 

mmt*-iz ct o TBt^k s ntzmmttmmt? z> z t 
emfedco. BS^b+-©«a^Bfc-r-5 

[0 0 3 7] 02tt. 5*-f*^£ffr*f *<Mfc*SlrVT\ 

(«Att, DVD) «¥©|B®iK#:»C. id®. #^f, 
^. V7 r--i7xTft<i:©1tfg (¥Xf-^ : P 1 a i n 
text) *flr^ftLTaB»T-&t€f©^)B*»l«-r 
-f>fe*©7n— ^r— hT°&2>o mWz. 1 

jgSftttf^ (KM) ©Bt^b^-^iSWL. ^-©a 
iRSntUHftt-Sy-**- (wo r k key) 
£LT»'«-r«. 7*7- v 7 S 2\zm^. ^sbfrft 

Zntzffife<Dm.^ J £J:'¥C0PI : £:-?i?v?m^ (mag i 
c number) £U ^O^^y i? y ~7* 



v. 




S lTjliRLfc7-^*-£ffl^TBg^bT-5. -£-L 
(encrypted magic number) 

asK^-r^fc. mtf. dvd i©m^cD»m 

ic:B2^£n&. 
[0 0 3 8] 'A\Z, 7>=ry?S 3££frvr t »L&tr>« 

U BfHtfb£nAdt$8 (c i phe r text) tD 
vd roBfjeoSBfJcEft-r*. 
[0 0 3 9] JfcfcC, ±j$L£B§^b:£J£tCttJS^£B&*l 

5 3(1 01 {'^LfcPg»ib$n^B|f^b^-C9 3-t.. 
BSfclttft (KM) ©BfH^b*-£jI#iU ^©jI#?£ 

nfc«^b*-S7-i'*-ti/T. nt^biHiss5 i. 

[0 0 4 0] Sfc, Bf^tlH]SS5 1 n, «#&*nfc¥X 

12. Bf S n&flHB&tf»1HHfc S tlfc V v y * « *g£. 
B 3 3 fc, #]xJ2. DVDl©3fi£©*»fCffi 

a©^ x^*^jg$ns. 

[0 0 4 1] B5H ±jjEbfc«fc5tL-C^anfcD 
VD15Sitl>f-r7i'7 , l/-t- (DVDA-t 
-) K*lr»T, DVDlKE»Snfc«F^fl:Sn&ffiBR 
©«tWfc*ff5 I Cfy^ClllSflSfT^n'^BT 
I Cf licit Vyyi7Sf (magic 

numbe r) , Bg-Sf-f b £ -y £ #^ (e n c 
rypted magic n umb e r ) i3«fctKBf-^- 
fti£nfc1»$& (cipher text) *«A#Sn* 

fit. DVD 1 *»6B4Snfct)C*«ftftSn. vs*** 
S^tLTlt DVD^l/- ^a^H^&fti^^Uft: 

ftd^bTufcfc©^ ^©^^u^^M^ai^nT 

[0 0 4 2] /t'J12f4. HlCa*UfcMWflrtr--K 
0. IP*). ■7X^-*-*fiS*'T*J:'5^«cSnT^ 
■5. k>'X^13ll S&irfSck^tCLT, YX^-* 
- lC*f L T±!2 F ^TjR* ■=> *l&BT«©16tt<D 
BfMHb*— , BPS9-^^- (work key) 
J#-r*«t"5tttSnTti*. fK^bBKl 4(2. «JfiT 
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TV»*. -?"LT. fTOflsBBl 4tt, A7j£nfcBf-5§fb 
SftfcflWB <C i phe r Text) ^7-^*-^ 
JBWCaWfcU ¥Xf-^ (Plain text) 

[0 0 4 3] ^IC. S6lc:^Lfc7D-^-v-h5r#H8 

m \ztm £ mttsmt s n& v <y 9 *mm&m s n 

3„ 'AiZ. Xf'^S 1 2tdjt^-, Xf'yT'S 1 llCfe 
^TWtfrtiiZtllt'mmkZWz-Wyir&^L. DVD 

7 v— y i a^ l& u &K*m a n 

[0 0 4 4] 121712. 06©Xf7 7S 1 2 tC&tt-SM 

IC, 2 1 tCiJUT, I C?77l lO^t'J 

(k) tsns. -5-LT, COSR*- (k) (ft* 
ftlsl8&l 4K0«&Sns. (k) tt, 

mtEM^nx^m mt*-%&-? t>© t-r*. 

[0 0 4 5] ^IC. X^-y^S 2 2 fcJi*. tt^bEB 
14lt &!&2nfz. Sgfft$ntl^?yyi7tf 

(MNe) SrSW^- (k) SrffltiTa^k-r*. *b 
T. B«r^l:*nTt>*V5?y^#^*aW=t— (k) T 

H. Bf^bfiiJlC^V^T. Bf^b^nfcVv-y^S-^^Bg 
^bL-fcBf^b^-Ttt/i^tW^^nSo =koT, X 
T77S 2 3irjft*-. 3te£ (5) ir^T=t3lc. 
- (k) 3&»6— ^rlSjMR (F) Srffl^T, ^©1ftf?;©Bif 
*ffb*-£«#IU -tn*«rfcK:aiRf- (k) tr 

[0 0 4 6] k = F (k) • • • (5) 

[0 0 4 7] St/, X^-yT'S 2 21CM0. ± 

[0 0 4 8] — 7j. X^-y^S 2 2lC*5liT. Bf^bS 
tlTV^?y7y#^5IiR+- (k) T^^bLfe^ 

^anfc«-&. mm*- (k) tt. Bt^b{aiuc*5^T. 

Bf^b $ nfc V 5? f? #^ €r Bt^b L fc«f ^< b* - T * 
S«h$iJ5t£nS. cfc-pT. Xf7 7S 2 4fCil^. «^ 
^bHISSl4(2. i©S*?+- (k) *7-f+-tl, 
^-nSrUv'XiS' 1 3lC«i^L. U^X^ 1 3 Icf2t6£-tr 




[0 04 9] @6©70-ft-h©Xf7^ 

s i 3izm^ m^km&i 4 a, xt^^si2 (b 

7©Xf7^S 2 17jS2 4) Jccfc ^T*a6 >7— 
^*-£l^X^l 3*>6R*ffiL. A#£*l)fcrtHtfb 
£nTV>S«$fi (Cipher Text)?:, «7— ? 
*— *JflV»Tfl»fl2U (Plain Te 

x t) tLTtttfrr*. 

[0 0 5 0] ^OJ:5{'. ICfy^l lit 77^- 

[0 0 5 1] ±JELfc«k5tt«ia*. 3>Ua-^«y 
fflatt. H8lc*LfcJ:3fc:feS. IPS, ES8f£. 135 

St7o-ft- hT&£<, 3>hT.a— 

[0 0 5 2] H9*#BaUTSaB-r*«t3K, 
DVD KTOJ $ tlTBEffi $ tltzffi ^©pgH©Bf ^ <b+- 
(Ki) (CZLT, ittn, n-1, • • •, KD^T 

RAM) »cB*T*«t3K:»:SnTV»*. 
[0 0 5 3] mWz, XT--y7"S 3 1 K*l»T. A7j£ 
ftfc»?TJ&©»M<0«F*Mb*- (Ki) *t**«j!&»&K* 

m$n, m&.*- (k) t£n&o ^ct, 

(k) tt, ±J£Lfc«^4:l5«fc. HffiKRSftTV** 

[0 0 5 4] ^(C, XJ-yfS 3 2 (Cit*, If^fbSn 
TV»«^S?y^«#«qMR*- (k) *JBlr»Tfl»flsS 

*»5*»«srbe s . «^b l fc^m i «f^<b snt^ 

13. V ^ y it t j8«— a L V > <fc W 3 *T.fcJI^, S 
iR*- (k) tt. WH*fl2fl!lK*sivr, 
^fl:Lfci«#fl:^F— Ttt^»r»t*ijsa*is. <fcoT. x 

x>y^S 3 3ICJ1*-, ±1555; (5) tC^L>cJ;^JC, 3 
SWr- (k) (F) fcfflHT. ^OTtSf^ 

0«%+-*S»I/. *ns«rfc»ci8*?*- (k) t. 
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fa. 

[0 0 5 5] *UT. 3 2 KMtK ± 

[0 0 5 6] —73- XfyT'S 3 2tri5^T, Rf-^b;* 

nxi^vy-y^t^^i^- (k) ra^flsLfcis 

(k) tt» «HMS«fc*V»T. 
yS3 4»Cit*, dCOiliR*- (k) £<7— 

mfimTZtU IH6 ©7D — f-f — bOQBiWzM&o 
[0 0 5 7] i607D-ft-N©Xf7 

T'S 1 3 Kit*, 7f77"S 1 2 (ElSOX^yS 3 
175^S3 4) K^vrjRA&ftfc^— 

T. ^fc$nfcfll**«^fl:U ¥Xr-^ (P 1 a 
in Text) t L<TfcB:*jT-5o 

[0058] z.<d&o\z. mmtt<nT\,*2>mm<?>Gm 

7^< t^^-OBg^b^- (Ki) , */tf4-t©l«^b* 

-cdb* J: o b&^mm<D«gmt*- (k i - 1 mk 

1) tCckoTBt^b^nT^-Sfil^^a^bT-SClt^ 
[0 0 5 9] d(DJ;-5JC, *^©Slig0^fC*5t>T 

^T. -€-neAi»OB|f^fb*-K«J:oTWf^fl:Snfc«« 

»^$n, «f^{b*-*«3C3gsn*flHc, ^-nj^HUcDBS 

*flS*-KSP^.T«r&&llfr^b+-*Ba*L, fIT5 

[0 0 6 0] BI5 0*«50»l8fC*t»Ttt, RSHt 

{b+- (7X^+-) fy^l lO/t'J 1 2fd|H 

^b*-*w»tjin*ct*«nH-rs^i:3&«T*. «s 

E3teltfiD»«IK:*t»Ttt. "7-^^-©#m5!lSi:, Bf 

■a. 

[0 0 6 1] ^IC, EI9 7j^H11 l?#RibT. «HWb 
[0 0 6 2] EI9«, «fft*-*DVD<!)ir-^D 

vd smzwrn UTse^-r^^j?* ltv^. 

[0 0 6 3] ^J^.«, 0f«©PS)HOie^b+— Afc»JS 
1-2>7^7 7'<7hX? : , A'-n— h\ 




*a^7A§5, 9-i bJlAmZfficZttfzDVD 2 1© 

^< H;l/B^*IB^^n^:DVD2 2©y-X^DVD2 

2 g#©SEM^(;:TOJT&. ^Ci^CLT, mmt* 
-A$DVD2 1iit)l:, Rf^t*-B£DV 

[0 0 6 4] *SHtt, I C# — K^©8S«ai#t«f^ 
^-A^-Tt ; -^ : &IB#LTDVD2 litfeJC. 
S &, I C*- F*©IB«I*K:«HWS*-B S«Tf 
— ^£fB^UTDVD2 2 ££felc£ffi-r<&J:3lC-r« 

[0 0 6 5] 3.— tf«U DVD2 1*S4t5«^ D 
VD2 1 \Z$}ffl2tlfzV6mt*— AS, 3>fcfa.— *2 
3fC^-#-H^CDA^^«2 4^fflUTAM5. =3 
>tfj.-^2 3«. ^©^P-^-hSrfMfgLT. 

otzteZtiT^Zo 

[0 0 6 6] #.\Z. DVD 2 1 $0*tl6DVD^*U 
OSBtC-fe-y bT-2>£> 3>tfoL-^2 3tt, DVD1 

*io«isiMx, dvd2 lfrzmmtzntzmm 

DVD 2 lj&>Stt*tiJLfcl*^SftT^5flMi«;** 
flsT*. DVD 2 2lCO^TfcDVD2 1 ©*-&t^S 

[0 0 6 7] tot. £©#J«. DVDCD^"f bJimz 

mu^mmt^-^m^-r^m^ dvd©^ 
sdr $ ntcmmt*- &m r> m x z> «t 3 l t 

[0 0 6 8] #J*_tf. h;PAJC*tJS-r-5B|r^b^r- 

A^it^n, ^-f h;PAi«tiStsit^fls+-A#, 

*r<D±(DVgm<D1&mk*— A2tCJB&r^n, d^-f FJPA 
O^HB^BS^-ft^— A 2 fC <fc o TBt^fc £ tlT ^ -5 
Tfc, je*r<SttSM©««fl:*-Att, H8*#!SUT 
i^Lfci-Str, I«#fl:*-A2*»6»f3t ©Officio 

©Bf^fl:*- R£*tfc*-A2) 
[0 0 6 9] ilOll mmt*—&&mt?2>1tt!)<D 

[0070] gpts, n»^fl:fl«8*«^b-rsa[^b*iR 

3 3fcR»*SttTV*SfltfMb©fci&©V:7 h^xTCD^ 
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iCJc 0, a>tfj.— ^2 3tt. DVD 3 1 , 3 2(CffiS 
$nfcBt^b$nfe«^S^^tS«3 3^LT«^ 

ftT5it*«Tff. mmtvtzmwizMfo-rzmm. » 

[0 0 7 1] Cl©0ij«. DVDCO^-f h;i/trfe^.-r, [§I 
— ©«H»<fc*-*E*?-*#&K:»LTt>*. 

[0 0 7 2] Sfc, ~©#J©il-&> n>tfi-^2 3S 

{k^-^miSlHl^fe 5 (^«* •;/ h «7- * $a £T =i > tf 

>tfi-^2 3te, *K0^Sfctt^<y F«7-^*^L 
T^£nfc*ffi©flHfft;*-*, «^tlS3 3«)S 

[0 0 7 3] fLT, 3>tfn.-^2 3«. ^©Rf-^t; 
*-*m»T. 06*.fctfH8«#HBUT±3zBU&<fc3 
CUT, DVD 3 1 , 3 2Klfla«an«:«**«#fl;-r 

[0 0 7 4] «BIS«Sfctt*y hV-tr&fth 

xmmt*r-iz&^xm^kvizmm&temL. n>tf 

n>t°i-^2 3«, 3fcfc*KlHl«3:fcW:*v F«7 

[0 0 7 5] tZ\ZX. HI £#B8LT±i£L*:<£3 
IC. »JHfcLfc«*J©l**fl:*- (K0) -5&iS] 
HSt (F) *ffl^T^T©BM©Bt#fl:*-&»<«-rs 
d©Bt^t^-K0^VX^-^-i:t-?> 

«F^k+— *fpj3rr*^i:**T€r, i*©Bt^{k^- (k 

T. JlfflHgttSOA-F^xTfcttfe&SftfcT*-** 

[0 0 7 6] iiid ^©ct^c^WnngstcBt-^ft:^ 
— &Mtb&/uXmifiT2>m&7F;lsX^2>. rani(c*3^ 
T. mS©^85«^5rW-rs«!ii#(C«i:oT, VX^^ 
-*8B«-r**fillBliS4 l*««ifiSiiS. C©«|«lHli?S 
4 1IC«. El 5 \Z7jilsfz I C?7^1 l£j§JH 

■rscii*«T**. tu. ci©^j©«-&, ci©*«[hi 
B4 i*«aea#AK«iesn, »»3i*AiCctoTDVD 

[0 0 7 7] — DVD4 2i:il j6HlHlg§4 1 #SfB 
[0 0 7 8] n— tf*i, DVD42^DVD^-t4 




tB^n, H6*«kt;H7©7D— ?ir— h*#HBbT± 
jSLfcJc^tdLT. "7-^+— d^a6?>n, DVD 4 2 

cess $ tnzmmtz nizmmmmtt* n. ^rts-r * 

i&H. »iLH. *«fctf*J*ra*ffia3tt<&. 

[0 0 7 9] £©«fc3K, JMMlIM lfcv;*^*— * 
EtttSi£&*£. DVDyi/-t4 3(l DVD42I: 
SB«3nfc««A«i:0|«PJiO«f^l2*-JC«fcoTliiF^b 
SnX^tLTt). DVD4 2{C|2Sk$tlfeBif^t$ 

[0 0 8 0] Sfc. *fitlHl8g4 1 C7^^*-Tttft 
ffidiDVD4 2('ES$nTViSi^, DVD^U-t 

4 3 «U DVD 4 2 KE«isftfc-t©it*s«*fl;-rs 
[0081] d©=fc?K. wnzom&mmzffij£.<Dm^ 

[0 0 8 2] &Lk©J;5»C. ie^k+-*-3&lRlH** 

pgjf ©«g mt*r-zm\<*Tffim&mm£Tz tt^\z, 
[oo8 3] m%.& mi uz7jkvttmm<Di&mt. <t# 

T*^tA«T#r*. IP*.. DVD4 2l:V7h!>i7* 

ftH<so«»*«3f ^©pg/i ©HHWt*- fc«t o t«f mt 

X^*— £E1&LTl^-S©T. C©7X^+- #>S— 7j 
[bIBUS (F) £fflv>Ttt«©»B©(*^fl:*-*f&*-r 
5dt*STS, DVD4 2KE»£nT«r>SBT5£©»Ji 

[oo8 4] zmtcio. a.— »ftt. mmt*—t>mw. 

SttSft<!:LT5EBrSn, DVD4 2 (CSffc^Pg)l©Bf 
*§<b*- tc J: -3 TBg^b $ nfcflHftWE* £tlfz£. IT 

[0 0 8 5] Bt^b^-^SBtiT^«M[5IS§4 1 

£#LTV>fcV>DVD:7V— ^— fZ*5V>T«, ^©Bf-^- 

ft:* - (c «t o TWf ^<b $ nfc«*a*E« $ntDVD4 

2£IEL<S£T&;i<tan?#&^©T\ «$S©?iJffl£: 
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is. n ©nf^b*- tc ± o Tfflreft § nfc*«#E» $ 

[0 0 8 6] SSfc. DVDftf(Di^j8tt:ifctttffl 
^-X(rBt^{b*-^«TT;U^T^^ hX^. 
A— 3— K, **Wi#n£f5A«ff*BJ*JUfcD, IC 
*- KtCBt^b*-fc*t)ST^^-^^Ett$-frfcO. 

x**-) ictttfrrs^-^Etts-a-fco. «^b© 

fcftOV7 h-7xT©4'tCBt^b*— C*fJ^-rSx— ^ 

[0 0 8 7] fcis. ±E*Jfi©»»t*V»Ttt. E&8E 
#:£LTDVD£ffl^3=fc3(::L75:7!>*. ^Ji&iinfCfl^ 
$n5t)CDTWj:<> CD-ROM. MD (5^f-fX 

das) . ^^x^, jtawt^x^, *>ttt7 
d ? bf^-Y x^«©-€-©«s©E«aei#*fflV4*«k 5 tc-r 

[0 0 8 8] *jfc. *$B9ltt» •1 , >^-yhf0^ 7 

[0 0 8 9] £<blC. ±E*KS©»«St*(r»Ttt. 
•y?'S^SDVD7"l/-tg ***J?f3£© * * U t«J* 
T^J^KU^. 0iJAtf, DVD©Bf€©»3f»wE« 
U ^n£M^ajLT«^{blI]i8l 4tCA*£-fr£cfc5 
fc-TSiltfcpJ&T**. •€■©«-&. 04fC^-Tcfc^ . 
fC. V>?y^##««E»2Kfll5 4fC«»&anT. T^fX 

? i i:ffi»sn?>. sfc. =j>ej.-^{c*jviT. ng-st 

{bSnTt^'Ift^&V^ h-7xTtcJ:oT«^bTSJ; 

5fc&*nT^**«, V7h«7x7*ffiffl-irrfc, ic 

^^fTtJ-ti-^cfc-pfcLTfccfcV^o C©*&, Uf^fb*— 
^EtS-T-5*lilHlgS4 1 £WL"TW«tV>:3>fc!a.— ^ 

V>©T. ««©*Jffl*5g«»CiWH|-r*2:4:««T€?*. 
[0 0 9 0] ^*5. *^BJ©±e^jfe^L?iV^|gH{C*5 

^©M©(i. SSi6©JB«fcHffiSn5fc©Tttfc^. 
[0 0 9 1] 

[5BW©«SJR] ^±©rt<. «*JS HcE«©Bf^b 
7j&. W*3S4{CE@©E®^. »*S15ICE«© 

BS^b^e, 43<to:if*JM2 6\ztmv>Mmmmzj:n 

Lfc©T. M^fbffliJtcfe^T. *ff©«f^b*-=£«Jt 

^^Bt^b*-©*^®!!^^ c-r ^> c tut* sjm t u 



(10) 
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[0092] m$&i6\zmti<Dmm&jtii. 
£o\zi,rz<DT\ ««foii&#<b*— *«j#-t*«wt. 

[mil *5B^oi«^b^Fj*Kafflan*i«^t*-o 
[gi2] f&mkLtzmm&BzmLrzDVD&ftis.tz^ 
[m 3 ] Ptreflss nfcv v y v «tHf mtznrzffi m 

[04] *58WK:*tt*i«#fl^«o«J««**-r^D 
[05] E13cDDVDtCfe^$nfe«$gSr«^frS5 : - 

[0 6] msvj-vzfi KDWift&mmtztzvxDyu 



[07] m6<D7.7-y7S 1 2<Dmm&mw?z>tzib<D 

[08] 06©xr-^s i 2<Dmim$:m.wrz>fzst)<D 

[0 9] lWt+-£DVDKWJLTffi^-r£^££ 
^T«>fcfe©0Ta5^„ 
[010] fflf^{b+-*tt#<bOfc*©V7l-^x7IC 

[011] mmm&izmmt*~&Mib&/u-x?mifi-rz> 
[012] Bt#{kR^«^b©®a^^-r0T*»s. 

[fl^coiBiDl] 

1 f-fX^, 11 12 *^EU, 1 

3 1 4W.mt®&, 2 1, 2 2 DV 

D, 2 3 3>tfoL-^, 3 1, 3 2 DVD, 3 

3 m.mmfa, 41 jiiwiHigs, 42 dvd, 

4 3 DVD^l/-t 



[01] 



[0 2] 



[03] 



K0 



[TO 



, 1 , 



Master 



Ver.n 



Ver.n -1 



Ver.2 



I K n I Ver.1 

F : one - way Function 



( start") 



1 DVD 



Sft3 &1ftft0>*- * ' work key ' t "T * 



SI 



'magic number 'work key 'T^^fbUfV^Cfl^-rft 



S2 



Si U it^tm* 'work key ■ TBfr^fb UtV#U:«#T* 




( END ) 



number 



[04] 



Plain Text 



Magic number O 




(11) 
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[05] 



me] 



Magic number 



Magic number 
Cipher Text 



im7] 




I 1< 

I - work key* -k t 

C return) 



S24 



11 



(Master Key) 



J\1 



13 

(Work Key) ^ 



14 







F(k) 


S23 




/ 







( START ) 



■Plain Text 



\ 




fc^b <* *i fc 1 magic number ' ft t*< * * E*WT 


1 


f 


S12 

'work key' 


> 


t 


^»)i: , workkey•*fflt^r7 , -4r*«^^br* j 


1 


{ 



S11 



[H8] 



( RETURN ) 



S13 



C ) 




[09] 




22 DVD 



m 



(12) 
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1 0] 



23 3>fcTa.-* 




U-lfffil] 24 



II 1] 



43DVDrU>— V 




[mi 2] 



TOM- 



101 

■ s 



102 

s 



I »a h 1p 3 



(51) Int. CI. 6 

H 0 4 L 9/08 
9/06 



F I 

H 0 4 L 9/00 



6 0 1 A 
6 1 1 A 



(13) 4#iS¥10-3256 
9/14 6 4 1 



